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Data Protection Impact Assessment 

1. Context 
This section gives you a clear view of the treatment(s) of personal data in question. 

 Overview 
This part allows you to identify and present the object of the study. 

Which is the processing under consideration? 
The Tracing Ireland’s Population App (“TIP”) is a smart phone (Apple iOS and Android) application 
(“app”) and supporting cloud based infrastructure designed to provide support for COVID-19 self-
diagnosis and rapid alerting of close contacts by using users’ knowledge of their own history.  
 

In Ireland, once an individual tests positive, the health service aims to contact the individual within 24 
hours of the diagnosis and asks them to list any of their known recent close contacts. This short time-
scale is difficult to achieve. TIP aims to speed-up this manual task and increase efficiency by allowing 
the public to enter their close contact details into the TIP phone application. Their close contacts then 
receive an SMS. This gives the public an opportunity to aid the contact tracing effort. 
TIP uses a mobile phone app and a cloud server to deliver:  

• Users receive a COVID-19 self-diagnosis in line with the HSE’s latest guidelines;  

• Close contacts, defined as individuals who have come in close contact with a potential COVID-19 
case, receive an alert;  

• Researchers/GPs receive an anonymised regional summary of users’ symptoms;  
The app is designed with the principles of data protection by design and default 1 in order to respect 
the anonymity of its users. TIP does not use either a centralised model or the Google and Apple 
Exposure Notification API. Unlike other COVID-19 tracing apps, TIP does not automate the 
identification of close contacts.  Instead it puts users in the role of decision maker and facilitates users 
to inform people they identify as close contacts.   
Increasing the efficiency of the contact tracing effort will allow for the spread of COVID-19 to be slowed 
down within the general population. The ability of the app to inform close contacts of potential COVID-
19 cases provides the country with the opportunity to identify individual clusters within communities.  
This would, going forward, avoid a national lockdown and allow the HSE to focus on specific locations. 
This greatly benefits the app user, the health service, the economy and the wider population of Ireland. 

What are the responsibilities linked to the processing? 
Creators of TIP: Creation of project and management of data flows submitted by the application user. 
Tasked with maintenance of app. TIP is a non-profit entity. 
Application User: Submission of COVID-19 symptom data, general location at time of symptom 
diagnosis, information of registered GP, estimated number of encountered close contacts in the 48 prior 
to symptoms appearing. 
General Practitioners: Provided with real time information of the current status of COVID-19 in the 
general population of each region of the county. This data will be aggregated. 

                                                   

1 See: https://gdpr-info.eu/art-25-gdpr/  Article 25, EU GDPR “Data protection by design and by default” . 
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Universities: Use of non-personal and aggregated data for research purposes. This will help aid our 
understanding of COVID-19 in Ireland. 

Are there standards applicable to the processing? 
• The European Commission recommendation on the 8 April 2020 on a common EU toolbox for 

the use of technology and data to combat and exit from the COVID-19 crisis.  

• EDPB Guidelines 04/2020 on the use of location data and contact tracing tools in the context of 
the COVID-19 outbreak. 

• EDPB Statement on the data protection impact of the interoperability of contact tracing apps - 
Adopted on 16 June 2020. 

 

 Data, Processes & Supporting Assets 
This part allows you to define and describe the scope of the processing in detail. 

What are the data processed? 
The following categories of personal data are processed: 

• County of address, 

• Eircode Routing Key (i.e. first 3 characters of 7 character Eircode), 

• Name & email address of registered GP, 

• Mobile phone number of user, 

• Mobile phone number of close contact,   

• Test outcome, 

• IP Address,  

• E-mail address of any data subject who chooses to contact TIP directly. 

How does the life cycle of data and processes work? 
• Download the App: The user downloads the app, with from the Google Playstore or Apple App 

store.  

• Install the App: Installing the app requires the user to enter their mobile number and verifies 
number using a challenge & response.  

• Generates a unique code: This random pseudonymised ID code is used to identify the user. 

• Data capture: Users answers up to 25 questions in the COVID-19 assessment: 
A. If the user has no symptoms? (questions associated with having no symptoms): 

• Whether or not the user wears PPE in their workplace? 

• Whether or not the user has been named as a known close contact of a COVID-19 
case? 

• Whether or not the user has been tested for COVID-19? 

• If yes (user has been tested), on what date and what was the result 

• User asked how they physically feel at time of data submission? 
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B. If the user has symptoms? (questions associated with having symptoms): 

• Whether or not the user has developed a new continuous cough?  

• A fever?  

• Are experiencing an unusual shortness of breath? 

• Are experiencing a loss of taste/smell?  

• Have any other minor symptoms? 
C. The name of the users GP,  
D. The location of the GP's practice, 

E. Number of known close contacts in 48 hours prior to symptoms developing, 
F. Phone numbers of any known close contacts. 

Data stored on the device:  

• Only the pseudonymous ID code is stored in the mobile app. 
Data sent to the TIP cloud server2:  

• Data are sent to the cloud servers directly from the app interface. 
Data stored on TIP cloud server:  

• Users classified into one of two categories by app before storing on TIP cloud server: 
I. Those that are showing no symptoms, 
II. Those that are showing symptoms. 

Request Close Contacts numbers:  
• For those showing symptoms, a screen requesting the mobile number of close contacts is 

displayed. 

Request GP Contact details:  
• A screen is displayed to gather details of the user's GP.    

Store the Close Contacts numbers data on the TIP cloud server:  
• The captured close contact numbers are stored on the servers 

Store the GP data on the TIP cloud server:  
• Information about the user's GP are transferred to the server.   

Alert the close contacts:  

• People identified as a close contact receive an SMS message initiated from the TIP cloud 
server and sent via the Twilio cloud-based SMS messaging gateway service.  

Alert the GP:  
• GPs with infected patients are informed via a daily email.  

Aggregate the data:  
• Anonymised data is stored for future academic use.  

 

                                                   
2 The TIP cloud service is an application that runs on AWS, i.e. Amazon Web Services. 
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General Practitioners: 

• Individual GPs have the ability to enrol themselves for this service.  

• Upon enrolling, the GP will be required to provide their medical council registration number. This 
will be validated against the medical council database.  

• Once validated, the medical council registration number is discarded. The email address and 
GP's name are stored. 

What are the data supporting assets? 
• The TIP app is the core of the system and available to download from the Google Play Store 

and Apple App store.  

• The TIP app contains the logic to classify the user (symptomatic/non-symptomatic) and 
provides the smartphone interface used to collect data.  

• AWS provides the TIP backend cloud storage service.  

• Service provider, Twilio, provides the SMS gateway functionality to alert close contacts.  

• Google Firebase is the framework with which the app was developed. Firebase also notifies TIP 
end-users when a new version of the app is available to be downloaded.  

• Microsoft Outlook 365 as a cloud e-mail provider. 

• The Medical Council public register of GPs is used to validate the GPs registration. 
 

2. Fundamental Principles 
This section allows you to build the compliance framework for privacy principles. 

 Proportionality & Necessity 
This part allows you to demonstrate that you are implementing the necessary means to enable the 
persons concerned to exercise their rights. 

Are the processing purposes specified, explicit and legitimate? 
Rapid and efficient testing and contact tracing are primary pillars in controlling the spread of the 
COVID-19 virus. Permitting users to self-diagnose will remove pressure from testing centres and 
accelerate identification of cases.  

Increasing the efficiency of the contact tracing effort will allow for the spread of COVID-19 to be slowed 
down within the general population. The ability of the app to inform close contacts of potential COVID-
19 cases provides the country with the opportunity to identify individual clusters within communities.  
This would enable society to avoid a national lockdown and allow the HSE to focus efforts on specific 
locations where infection is evident.  
The App will also provide information, processed at an aggregated level, for further academic research 
of the COVID-19 pandemic, spread and public health management. 

This greatly benefits the app user, the health service, the economy and the wider population of Ireland. 

What are the legal bases making the processing lawful? 
The lawful basis for the processing of personal data under EU GDPR, Article 6 is Consent and under 
Article 9 Explicit Consent. 
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• For personal data which is not special, such as Eircodes, mobile phone numbers and GP 
registration, TIP relies on users’ consent.   

• For special personal data such as health status TIP relies on explicit consent.   

Are the data collected adequate, relevant and limited to what is necessary in 
relation to the purposes for which they are processed ('data minimisation')? 
TIP has been designed to records very little personal data: 

Proposed processing activity Type of personal data processed 

Regional symptom tracker County of address 

Regional symptom tracker Eircode Routing Key 

GP register Name & e-mail of registered GP 

Close contact phone numbers Phone number 

COVID-19 test (individual will not be 
identifiable in relation to diagnosis. This 
information will be aggregated.) 

Test outcome 

 
Are the data accurate and kept up to date? 

• The user and close contact data is entered by the user and TIP has no role in validating any 
data besides the user's mobile number.   

• After 20 days the user’s personal data is erased or irreversibly anonymised and so no longer 
poses a data protection risk.   

• Given the short duration of storage of the personal data, it is not necessary or practical to have 
a TIP method to re-validate the data. 

• Close contact numbers are deleted after 20 days.  

• GP data may be updated by GPs contacting TIP via e-mail.    

• Users can correct inaccuracies in captured personal data via e-mail. 

What are the storage durations of the data? 
• All user and close contact personal data will be stored for a maximum of 20 days.   

• 20 days has been chosen to reflect the HSE advice on how long it may take for symptoms to 
exhibit after exposure (days) to an infected person, plus a buffer of six days. 

• GP contact data will be kept for the duration of the TIP project or two years whichever is shorter. 
 

 Controls to protect the Personal Rights of Data Subjects 
This part allows you to demonstrate that you are implementing the necessary means to enable the 
persons concerned to exercise their rights. 
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How are the data subjects informed on the processing? 
TIP is an application downloaded by users onto their smartphones from an App Store and then 
activated by them.   

• When users install the app, they are presented with the data protection policy. 

• At any time, the user can access the data protection policy after activating the app. 

• The data protection policy is written in easy-to-understand terms. 

• For users who require a detailed understanding of the operation and data flows used by the TIP 
app, they are directed to website https://www.tracingirelandspopulation.com/howdoestipwork  
for this information. 

• A description of the user's rights (consent withdrawal, data erasure, etc.) are included in the 
data protection policy. 

• Information for contacting TIP about data protection issues. 

• Functionality exists to ‘push’ information to the user on any change concerning the processing 
of personal data and to seek their updated consent. 

Regarding transmission of personal data to third parties, the following details are provided: 

• Identity of all third-party entities (i.e. AWS and Twilio), 

• Description of the purposes of transmission to third parties, 

• Description of the personal data transmitted, 

If applicable, how is the consent of data subjects obtained? 
• Express consent of the user is obtained during activation. 

• At the first point of interaction with close contacts, they are informed of their rights.  

• Information and request for consent is presented in an intelligible and easily accessible form, 
using clear and plain language adapted to the target user.  

• Users must declare they are 16 years of age or over before they can use this app. 

• Where the user changes smartphone or reinstalls the mobile app, all data is deleted and the 
consent process begins again.  

How can data subjects exercise their rights of access and to data portability? 
Right of access: 

• Data Subjects can access their personal data via the website. 

Right to data portability: 
• There is no equivalent service currently, so there is no way to implement a right to data 

portability.  

How can data subjects exercise their rights to rectification and erasure? 
Users of the service can use the website to:  

• Rectify personal data. 

• Erase personal data. 

• Receive clear indications and simple steps for erasing data before scrapping/selling the device. 
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Each close contact can: 

• Erase personal data 

• Note there is no data that can be rectified.  
Each GP can: 

• Erase personal data 

• If a GP changes data, such as a preferred e-mail address, over the duration of the pandemic 
that can be rectified. 

How can data subjects exercise their rights to restriction and to object? 
Since the lawful basis is consent there is no absolute right to restriction or objection. However, if that is 
demanded by users it could be introduced in a future release.   

Are the obligations of the processors clearly identified and governed by a 
contract? 
Each Data Processor is governed by a contract which sets out in detail:  

• Processor's name, 
• Purpose, 
• Scope, 
• Contract reference, 
• Clauses in compliance with EU GDPR Article 28 “Processor” 

In the case of data transfer outside the European Union, are the data 
adequately protected? 
The only transfer outside of the European Union is to use the Twilio cloud messaging service for SMS.  
Twilio participates in the Privacy Shield program which is currently deemed to provide “adequate” 
protection by the EU Commission for the protection of personal data and EU/EEA data subject rights.3 

3. Risks 
This section allows you to assess the privacy risks, taking into account existing or planned controls. 

 Planned or Existing Measures 
This section allows you to identify controls (existing or planned) that contribute to data security. 

Encryption 
Data which is in transit between the TIP smartphone app and the TIP cloud server database (which is 
hosted in the EU) is encrypted using transport layer security (TLS) and 256-bit encryption certificates. 
For data removal, data is encrypted at the source, sent to the user’s app, and decrypted before 
removal.  

                                                   
3 https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/eu-us-data-transfers_en  
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Data at rest in the AWS database is also encrypted using SHA 256 algorithm. Encryption keys are 
stored in the AWS key management system (KMS).4  Encryption is carried out at ‘front door’ of 
database.  [KMS integrates with AWS CloudTrail which logs all TIP key usage?].  
The TIP messaging account on Twilio is configured to use HTTPS.  Data transferred to Twilio using the 
SMS messaging API is encrypted using transport layer security (TLSv1.2) and 256-bit encryption. 

Anonymisation 
TIP only retains aggregated data which has been anonymised by two techniques the introduction of 
noise the removal of removal of identifiers.  This is in keeping with the WP 295 guidance about 
combining noise with other anonymisation techniques such as the removal of obvious attributes and 
quasi-identifiers. 

Removal of identifiers and quasi-identifiers:  

• User ID, masked phone number, close contact phone numbers, date of COVID-19 test (if taken) 
and name of GP will be removed from research database after 20 days.    

• Data retained for longer than 20 days will be limited to "county" and "Eircode routing key" as 
well as Yes / No answers to symptoms questions to facilitate research on COVID-19 related 
healthcare based on geographical location.  
NOTE: These data points on their own cannot be used to directly identify a data subject.  

To prevent anonymised data being combined with other data sets to re-identify individuals, no query or 
combination of queries which results in less than 10 data subjects is permitted on the TIP cloud-based 
research database.  
Access to the research database will be limited to academic researchers.   Specifically, to receive data 
from TIP, researchers will have to accredited by a university in the Irish state.  
Direct access to the database will be limited to TIP staff. 

Logical access control 
An AWS web application firewall (WAF) instance is used to front-end the TIP cloud server to protect 
data storage and processing functionality from unauthorised external access.  

Operating security 
Roles based access controls have been implemented to protect personal data located on the TIP cloud 
server from unauthorised access. 
Access to personal data is restricted through usernames and passwords and access is logged 
according to best practice .  
Team member access rights and privilege allocations are reviewed at regular intervals to ensure that 
authorizations remain up to date, that unauthorizes privileges have not been obtained and that any 
redundant accounts are identified and deleted. 

 Illegitimate Access to Data 
Analyze the causes and consequences of illegitimate access to data, and estimate its severity and 
likelihood. 

                                                   
4 AWS KMS is a secure FIPS 140-2 compliant key management system.  
5 Opinion 05/2014 on Anonymisation Techniques. See: https://ec.europa.eu/justice/article-29/documentation/opinion-

recommendation/files/2014/wp216_en.pdf  
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What could be the main impacts on the data subjects if the risk were to occur? 
• Discrimination 

• Close Contact privacy 

• Users privacy 

• GPs privacy 

What are the main threats that could lead to the risk? 
• Loss of device 

• Hack of device 

• Ineffective anonymisation 

• Admin compromised 

What are the risk sources? 
• Malicious external actors 

• Internal actors 

• End users 

Which of the identified controls contribute to addressing the risk? 
• Encryption 

• Anonymisation 

• Logical access controls 

How do you estimate the risk severity, especially according to potential 
impacts and planned controls? 

“Limited” 
• TIP has been developed to contain a minimum amount of data per users. Release of all data held 

within TIP would only have a limited impact on data subjects. 

• The plan to retain anonymised data in the longer term needs to be documented and evaluated.  

How do you estimate the likelihood of the risk, especially in respect of threats, 
sources of risk and planned controls? 

“Important” 

• External actors, especially malicious ones, but also just curious actors will be drawn or tempted to 
test this type of system.  

• The system is not as yet running so it is not possible to perform penetration or cybersecurity 
testing. 

 Unwanted Modification of Data 
Analyze the causes and consequences of an undesired change in data, and estimate its seriousness 
and likelihood. 
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What could be the main impacts on the data subjects if the risk were to occur? 
• Lose TIP Benefits 

What are the main threats that could lead to the risk? 
• System Hack 

• Admin Compromised 

What are the risk sources? 
• Internal actors 

• Malicious external actors 

Which of the identified controls contribute to addressing the risk? 
• Logical Access Controls 

• Encryption 

How do you estimate the risk severity, especially according to potential 
impacts and planned controls? 

“Limited” 
• Users would be the only group impacted by an unwanted modification of data.  They would not be 

able to rely on TIP's guidance. 

• This may include spurious use of the tool, i.e. if TIP was used to spuriously alert individuals who 
are close contacts.  This is only tangentially a data protection issue. 

How do you estimate the likelihood of the risk, especially in respect of threats, 
sources of risk and planned controls? 

“Negligible” 
• The system is well protected against external threats  

• A TIP staff access control policy limits the possibility of unauthorised internal actors to modifying 
data. 

 Data Disappearance 
Analyze the causes and consequences of data loss, and estimate its seriousness and likelihood. 

What could be the main impacts on the data subjects if the risk were to occur? 
• Lose TIP benefits 

What are the main threats that could lead to the risk? 
• Hack of the device 

• Loss of the device 

• Admin compromised 

• System hack  
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What are the risk sources? 
• End users 

• Internal actors 

• Malicious external actors 

Which of the identified controls contribute to addressing the risk? 
• Logical access control 

How do you estimate the risk severity, especially according to potential 
impacts and planned controls? 

“Limited” 
• The impact of personal data not being available will fall on TIP users, close contacts and GPs.  

• The scale of the impact will be bounded by the utility of TIP, if TIP is very useful, the impact will be 
greater than if the app is never used. 

How do you estimate the likelihood of the risk, especially in respect of threats, 
sources of risk and planned controls? 

“Negligible” 

• Loss of data can never be fully discounted regardless of the level of safeguarding.   

• The cloud-based system has built in backup functionality, it is difficult to envisage a total loss of 
data. 

• A TIP staff access control policy limits the ability of internal actors to cause data disappearance. 

 Risks Overview 
This visualisation allows you to have a global and synthetic view on the controls effects on the risks 
they address. 
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4. Validation 
This section allows you to prepare and formalise the PIA validation. 

 Risk Mapping  
This visualisation allows you to compare the positioning of the risks between them, before and after 
application of the complementary 
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Risk Seriousness v Risk Likelihood 
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 Action Plan 
Plan in detail the implementation of the additional controls identified during the PIA. The action plan is 
automatically updated when evaluating the different elements comprised in the PIA. 

Overview 

 

 

Fundamental principles 
• No outstanding action plan element. 

Obtaining Consent  
• No outstanding action plan element. 

Planned or existing measures 
• No outstanding action plan element. 

Risks 
• Perform penetration testing  

• Validate the working solution against this DPIA. 

Mitigations 
• No outstanding action plan element. 
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 DPO and concerned persons opinion 
Present the advice of the person in charge of data protection and privacy issues (data protection 
delegate if there is one). Present the views of the data subjects or their representatives. 

Michael Spratt, DigiTorc 
• This solution is well-designed to minimise the quantify of personal data processed and support 

the rights of the data subjects. It is a lightweight solution ready for testing or proof of concept 
trials either in Ireland or elsewhere. 

• Solution development ran in parallel with the production of this DPIA. it has not been possible to 
perform penetration testing or verify that the solution worked as per design specification due to 
time and budgetary constraints.   

 
 
 

• Signed     _____________________ 
July 8th 2020  

 

Dr Paul Byrnes, Tracing Ireland’s Population (TIP) 
 
 

 
 

• Signed _______________________ 
 

 
 

July 9th 2020


